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Certified Data Privacy Solutions Engineer (CDPSE)
]

Course Duration: 10 Days
Course overview

Certified Data Privacy Solutions Engineer® (CDPSE®) is focused on validating the technical skills and
knowledge it takes to assess, build and implement comprehensive data privacy measures.

CDPSE holders help fill the technical privacy skills gap so that your organization has competent
privacy technologists to build and implement solutions that mitigate risk and enhance efficiency.

The CDPSE course is an intensive, with examination preparation program to prepare individuals who
are planning to sit for the Certified Data Privacy Solutions Engineer (CDPSE) exam.

The course focuses on the topics in the CDPSE Review Manual and includes class lectures, group
discussions/activities, exam practice and answer debrief.

Course Objectives

e An understanding of the format and structure of the CDPSE certification exam.

e Aknowledge of the various topics and technical areas covered by the certification.

e Practice with specific strategies, tips and techniques for taking and passing the exam.
e Opportunities to execute practice questions with debriefs of answers.

Who Should Enroll The Course

The Certified Data Privacy Solutions Engineer (CDPSE) course is designed for professionals with a
comprehensive understanding of privacy and data protection solutions. The target audience for this
course typically includes:

e Privacy and data protection professionals.
e Information technology (IT) professionals
e Data governance professionals

e Security and compliance professionals

e Data management professionals
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e Any individuals who are actively involved in data privacy management, governance,
compliance, and security within their organizations, and who aim to develop advanced skills
and knowledge in this rapidly evolving field.

Course Domains

Identify issues requiring remediation and opportunities
for process improvement.

e |dentify the internal and external privacy
requirements specific to the organization's
governance and risk management programs and
practices.

e Participate in the evaluation of privacy policies,
programs and policies for their alignment with
legal requirements, regulatory requirements
and/or industry best practices.

e Coordinate and/or perform privacy impact
assessments (PIA) and other privacy-focused
assessments.

e Participate in the development of procedures that

Privacy Governance align with privacy policies and business needs.

(Governance e Implement procedures that align with privacy
Management & Risk p .
Management) (34%) e Participate in the management and evaluation of

contracts, service levels and practices of vendors
and other external parties.

e Participate in the privacy incident management
process.

e Collaborate with cybersecurity personnel on the
security risk assessment process to address
privacy compliance and risk mitigation.

e Collaborate with other practitioners to ensure
that privacy programs and practices are followed
during the design, development and
implementation of systems, applications and
infrastructure.

e Develop and/or implement a prioritization
process for privacy practices.

e Develop, monitor and/or report performance
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metrics and trends related to privacy practices.

e Report on the status and outcomes of privacy
programs and practices to relevant stakeholders.

e Participate in privacy training and promote
awareness of privacy practices.

e |dentify issues requiring remediation and
opportunities for process improvement.

Collaborate with other practitioners to ensure that
privacy programs and practices are followed during the
design, development and implementation of systems,
applications and infrastructure.

e Coordinate and/or perform privacy impact
assessment (PIA) and other privacy-focused
assessments to identify appropriate tracking
technologies and technical privacy controls.

e Participate in the development of privacy control
procedures that align with privacy policies and
business needs.

e Implement procedures related to privacy
architecture that align with privacy policies.

e Collaborate with cybersecurity personnel on the
security risk assessment process to address privacy
compliance and risk mitigation

e Collaborate with other practitioners to ensure that
privacy programs and practices are followed during
the design, development and implementation of
systems, applications and infrastructure.

e Evaluate the enterprise architecture and
information architecture to ensure it supports
privacy by design principles and considerations.

e Evaluate advancements in privacy-enhancing
technologies and changes in the regulatory
landscape.

» |dentify, validate and/or implement appropriate
privacy and security controls according to data
classification procedures.

Privacy Architecture

Domain 02 (36%)

Participate in the development of data lifecycle
procedures that align with privacy policies and business
needs.

Topic 03 Data Lifecycle (30%) * Identify the internal and external privacy
requirements relating to the organization's data

lifecycle practices.
e Coordinate and/or perform privacy impact
assessments (PIA) and other privacy-focused
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assessments relating to the organization’s data
lifecycle practices.

Participate in the development of data lifecycle
procedures that align with privacy policies and
business needs.

Implement procedures related to data lifecycle that
align with privacy policies.

Collaborate with other practitioners to ensure that
privacy programs and practices are followed during
the design, development and implementation of
systems, applications and infrastructure.

Evaluate the enterprise architecture and
information architecture to ensure it supports
privacy by design principles and data lifecycle
considerations.

Identify, validate and/or implement appropriate
privacy and security controls according to data
classification procedures.

Design, implement and/or monitor processes and
procedures to keep the inventory and dataflow
records current.

Exam Details:

Number of Questions 120 Questions
Test Duration 3.5 Hours
Test Format Multiple Choice

Test Delivery

Person VUE (Testing Centers / Online Testing)

Passing Score

450 out of 800
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