
 

 

ISO/IEC 27001:2022 Information Security Management System (ISMS) 
Lead Auditor  
  
  

Course Overview  
 

Auditing is crucial to the success of any management system. As a result, it carries with its heavy 

responsibilities, tough challenges and complex problems. This five-day intensive course trains 

ISMS auditors to lead, plan, manage and implement an Audit Plan. It also empowers them to give 

practical help and information to those who are working towards certification and also provides 

the knowledge and skill required to carry out 2nd party auditing (suppliers and subcontractors).  
  

Become a qualified leader in information security management and recognized by the 

International Register of Certified Auditors (IRCA) with our ISO/IEC 27001 Lead Auditor training 

course.  
  

As internationally recognized best practice for an information security management system 

(ISMS), ISO/IEC 27001 helps organizations to build resilience and protect information. So, it’s no 

surprise that companies invest in training their people to get the knowledge and skills to use 

ISO/IEC 27001 to secure their business. Our ISO/IEC 27001 Lead Auditor training is an intensive 

five-day course where you’ll discover internationallyrecognized best practice auditing techniques 

so you can confidently lead auditing activities. You’ll already have a detailed understanding of 

ISO/IEC 27001 requirements. 

  
 

This Course for You if: 
 

• You already have a thorough knowledge of ISO/IEC 27001  

• You’re a manager who is responsible for a team of internal auditors  

• You’re responsible for leading ISO/IEC 27001 second party audits  

• You’re looking to gain an internationally recognized audit qualification 
 

  

How Will the Student Benefit: 
 

• Confidently lead an ISMS audit team  

• Be prepared for a successful third-party ISO/IEC 27001 assessment. 

• Be able to audit according to internationally recognized best practice (ISO 19011:2018)  

• Network with likeminded peers  

• Develop professionally and gain a recognized qualification. 
   

 
 
 



 
 

 

 
What is the Course Like: 

• Five days with some homework  

• Led by a BSI expert tutor.  

• Relaxed and comfortable learning environment  

• You’ll receive comprehensive course materials to take away.  

• There will be a two-hour exam on the final day. 
  

 
 
Course Agenda 
 

Day # Description 

Day 01 

First, second and third party audits  

Audit process  

Audit objectives, scopes and criteria’s  

Audit resources  

Roles, responsibilities and confidentiality  

Audit methods  

Stage 1 audit  

Stage 2 audit  

Audit plan understanding  

Work documents understanding  

Opening meeting understanding  

Audit evidence  

Effective communication  

Audit findings  

Audit meetings  

Closing meeting  

Audit reports  



 
 

 

Audit follow-up 

Day 02 

Purpose and business benefits of an ISMS  

Terminology  

Plan-Do-Check-Act   

ISMS processes and context  

Role of the auditor  

ISMS documentation  

Initiating the audit  

Document review  

Audit plan in practice   

Work documents in practice  

Opening meeting in practice  

Observations  

Auditing ‘top management’ 

Day 03 

Specimen exam: sections 1 and 2 review  

Auditing ‘context’  

Auditing ‘actions to address risks and opportunities’  

Tutorial on body language  

Questions and evidence 

Auditing ‘objectives, resource and competence’  

Auditing ‘operations and monitoring….’ 

Day 04 

Specimen exam: section 3 review  

Auditing ‘continual improvement’  

Nonconformities  

Closing meeting in action  

Audit report  



 
 

 

Audit follow-up in action  

Specimen exam: section 4 

Day 05 

Hand in homework – audit report  

Final questions/revision  

Evaluation 

Introduction to the exam  

Exam 

Reflections and feedback 

 
 
 


