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Certified Chief Cybersecurity officer (CCISO)
[

Course Duration: 5 days

Course Overview

EC-Council's Certified Chief Information Security Officer (C| CISO) Program has certified leading
information security professionals around the world. A core group of high-level information
security executives, the C/CISO Advisory Board, formed the foundation of the program and
outlined the content covered by the exam, body of knowledge, and training. Some members of
the Board contributed as authors, others as exam writers, others as quality assurance checks,
and still others as instructors. Each segment of the program was developed with the aspiring
and sitting CISO in mind and looks to transfer the knowledge of seasoned executives to the
next generation of leaders in the areas that are most critical in the development and
maintenance of a successful information security program.

Through the CCISO program, EC-Council will transfer the knowledge of experienced
professionals to you, the next generation of leadership, by focusing on the most critical
competencies required to develop and maintain a successful information security portfolio.
The CCISO program is a first-ofits-kind training and certification course that aims to produce
cybersecurity executives of the highest caliber and ethics. The CCISO curriculum—developed
by security executives for current and aspiring executives—provides an upper management
viewpoint that incorporates information security management principles, business acumen,
and general technical knowledge.

Who Needs CCISO?

The CCISO certification is designed for information security professionals who want to advance
their careers as a CISO or other executive-level security career path. In the CCISO program,
cybersecurity leaders hone their knowledge and learn how to integrate information security
initiatives with needs of the business by aligning to the critical goals and objectives of an
organization. Existing CISOs are also encouraged to participate in this program to strengthen
their security program knowledge, understand current technology principles, and sharpen their
business insight
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What’s New in the CCISO Certification?

e New sections covering the General Data Protection Regulation (GDPR)

e Increased focus on risk management frameworks, including the NIST Risk
Management Framework, COBIT, TARA, OCTAVE, FAIR, and ITIL

e More robust contract management

e Heavier emphasis on vendor management \

e Step-by-step advisement on how to build and mature a security program

e ACISO-level view of transformative technologies, including artificial
intelligence, augmented reality, autonomous security operations centers,
dynamic deception, and more

e In-depth coverage of strategic planning

I
Course Domains

. Governance and risk management (policy, legal, 1 and
Domain 01 . 8 (policy, leg
compliance)
Domain 02 Information security controls, compliance, and audit
management
. Security program management and
Domain 03 .yp 8 8
operations
Domain 04 Evaluating Systems and Management Strategies
Domain 05 Information security core competencies
. Strategic planning, finance, procurement,
Domain 06 giep 8 P
and vendor management
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Exam Details:

Number of Questions/Practical
Challenges

150

Test Duration 2.5 Hours
Test Format Multiple Choice Questions
Test Delivery ECC EXAM, VUE

Passing Score

Scores can range from 60% to 85%
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