
 

 

CompTIA Cybersecurity Analyst (CompTIA CySA+) 
 

Course Duration: 5 Days 

Course overview 

This course is intended for those wishing to qualify with CompTIA CySA+ Cybersecurity 

Analyst Certification.  

CompTIA's CySA+ Certification is an intermediate-level certificate for IT professionals with 

previous experience of working in the field of IT security.  

The CompTIA CySA+ examination is designed for IT security analysts, vulnerability analysts, 

or threat intelligence analysts. The exam will certify that the successful candidate has the 

knowledge and skills required to configure and use threat detection tools, perform data 

analysis, and interpret the results to identify vulnerabilities, threats, and risks to an 

organization with the end goal of securing and protecting applications and systems within an 

organization. 

 

What You Will Learn 
 

• Manage security risks and vulnerabilities 

• Configure common threat detection tools 
• Understand cybersecurity roles and responsibilities 

• Perform data analysis and interpret the results to identify areas of concern 
• Prevent and respond to security incidents 

• Understand security architecture, policies, and procedures 

•  

Target Audience 
 

• IT Security Analyst 

• Security Operations Centre (SOC) Analyst 

•  Vulnerability Analyst 

•  Cybersecurity Specialist 

• Threat Intelligence Analyst 

•  Security Engineer 

 

 

 



 
 

 

 

 

Course Outlines  
 

Module # Module Topic Module Description 

Module 01 
Assessing Information Security 
Risk 

• Identify the Importance of 
Risk Management 

• Assess Risk 
• Mitigate Risk 
• Integrate Documentation into 

Risk Management  

Module 02 
Analyzing Reconnaissance Threats 
to Computing and Network 
Environments. 

• Assess the Impact of 
Reconnaissance Incidents 

• Assess the Impact of Social 

Engineering 

Module 03 
Analyzing Attacks on Computing 
and Network Environments 

• Assess the Impact of System 
Hacking Attacks 

• Assess the Impact of Web-
Based Attacks 

• Assess the Impact of Malware 
• Assess the Impact of Hijacking 

and Impersonation Attacks 
• Assess the Impact of DoS 

Incidents 
• Assess the Impact of Threats 

to Mobile Security 
• Assess the Impact of Threats 

to Cloud Security  

Module 04 Analyzing Post-Attack Techniques 

• Assess Command and Control 
Techniques 

• Assess Persistence Techniques 
• Assess Lateral Movement and 

Pivoting Techniques 
• Assess Data Exfiltration 

Techniques 

• Assess Anti-Forensics 
Techniques 

 



 
 

 

Module 05 
Managing Vulnerabilities in the 
Organization 

• Implement a Vulnerability 
Management Plan 

• Assess Common 

Vulnerabilities 
• Conduct Vulnerability Scans 
• Conduct Penetration Tests on 

Network Assets  

Module 06 
Collecting Cybersecurity 
Intelligence 

• Deploy a Security Intelligence 
Collection and Analysis 
Platform 

• Collect Data from Network-
Based Intelligence Sources 

• Collect Data from Host-Based 
Intelligence Sources  

Module 07 Analyzing Log Data 

• Use Common Tools to Analyze 
Logs 

• Use SIEM Tools for Analysis  

Module 08 
Performing Active Asset and 
Network Analysis 

• Analyze Incidents with 
Windows-Based Tools 

• Analyze Incidents with Linux-
Based Tools 

• Analyze Malware 
• Analyze Indicators of 

Compromise  

Module 09 
Responding to Cybersecurity 
Incidents 

• Deploy an Incident Handling 
and Response Architecture 

• Mitigate Incidents 
• Prepare for Forensic 

Investigation as a CSIRT  

Module 10 
Investigating Cybersecurity 
Incidents 

• Apply a Forensic Investigation 
Plan 

• Securely Collect and Analyze 
Electronic Evidence 

• Follow Up on the Results of an 
Investigation 

Module 11 
Addressing Security Architecture 
Issues 

• Remediate Identity and 
Access Management Issues 

• Implement Security During 
the SDLC 

 
 

 



 
 

 

 

Exam Details: 
 

Exam Details CS0-002 (CySA+ Exam) 
Number of Questions Maximum of 85 Questions 

Test Duration 165 Minutes  
Test Format Multiple Choice 

Test Delivery Person VUE (Testing Centers / Online Testing) 

Passing Score 720 (on a scale of 100-900) 

  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


