
 

 

ISO/IEC 27001:2022 Information Security Management System (ISMS) 

Lead Implementer 

Course Duration: 8 days 

Course Overview  

This self-study training teaches you everything you need to know to be able to set up ISMS that 
conforms to ISO/IEC 27001:2022 in an organization. You will cover the requirements of the standard 
and consider the state of your organization’s current information security management practices in 
preparation to put in ISMS. We will help you develop your skills and understanding of the 
practicalities involved when setting up a typical management system framework that conforms 
with the standard. This includes learning how to set up policies, processes and procedures for your 
ISMS. 

 

 

Who Should Attend 
 

• Managers or consultants involved in and/or concerned with the implementation of an 
information security management system in an organization  

• Project managers, consultants, or expert advisers seeking to master the implementation 
of an information security management system; or individuals responsible to maintain 
conformity with the ISMS requirements within an organization 

• Members of the ISMS team 
 

 

Prerequisite 

The main requirement for participating in this training course is having a general knowledge of 
the ISMS concepts and ISO/IEC 27001 

 

 

Course Benefit 

• Explain the fundamental concepts and principles of an information security management 
system (ISMS) based on ISO/IEC 27001 

• Interpret the ISO/IEC 27001 requirements for an ISMS from the perspective of an 
implementer 



 
 

 

• Initiate and plan the implementation of an ISMS based on ISO/IEC 27001, by utilizing 
PECB’s IMS2 Methodology and other best practices 

• Support an organization in operating, maintaining, and continually improving an ISMS 
based on ISO/IEC 27001 

• Prepare an organization to undergo a third-party certification audit 
 

 

Course outlines 

 

# Description 

1 Training Course Objectives and Structure 

2 Implementation plan of an ISMS 

3 Implementation of an ISMS 

4 
 ISMS monitoring, continual improvement, and preparation for the 

certification audit 

5 Certification exam 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 


